SO Y TE THANH PHO HAI PHONG CONG HOA XA HOI CHU NGHIA VIET NAM

BENH VIEN TRE EM Poc 1ap - Tw do - Hanh phuc
s6: F9rmBVTE Héil Phong, ngiydb thdng Lnim 2025
V/v moi béo gié thiét bi CNTT g ngayd angf e

THU MOI BAO GIA
Kinh giti: Quy Céng ty, nha cung cép.

Bénh vién Tré em c6 nhu cau tiép nhan bao gid d& tham khao, xay dung gia g06i
thau, 1am co s& td chirc lwa chon nha thiu cho g06i thiu mua sdm thiét bi cong nghé
thong tin véi ndi dung nhu sau:

L. Thong tin ciia don vi yéu ciu bso gia
1.Ponvi yéu cau bao gia: Bénh vién Tré em.
Dia chi: Phé Viét Duec, phuong Déng Hoa, quén Kién An, thanh phé Hai Phong.
2. Thong tin lién hé cta ngudi tiép nhan béo gia: Ks. Nguyén Phuong Thanh; Pién
thoai: 0913.042.451.
3. Cach thire tiép nhén béo gia: nhan tryuc tiép tai dia chi trén.
4. Thoi han tiép nhan béo gia: Tir 08 gio ngay76 thang 4 nim 2025 dén trwée 17
gio ngay24 thang 4 nim 2025.
(Cdic bdo gid nhdn duge sau thoi diém néu trén sé khong diegc xem xét)
5. Thoi han ¢6 hiéu luc ciia béo gia: Ti thiéu 90 ngay ké tir ngay tiép nhén bio gia.
IL N¢i dung yéu ciu bao gia
1. Danh muc thiét bi CNTT cén mua sém.
Chi tiét v& danh muc, sb lugng, yéu cau ky thuat ti thiéu tai Phu luc 01
2. Pia diém cung cép: Bénh vién Tré em.
Dia chi: Phé Viét Puc, phuong Ddng Hoa, quin Kién An, thanh ph6 Hai Phong.
3. Thoi gian du kién giao hang: Quy 11/2025.
4. Céc diéu khoan thanh toan: Theo thod thuén.
5. Céac thong tin khéac: Néu céc yéu cdu v& bao hanh, bao tri, hudéng dan st dung,
dao tao, cung cép phu tung thay thé, cac diéu kién thuong mai. ...
Kinh d& nghi cac Cong ty/ Nha cung cip/ Pon vi quan tAm va c6 kha nang dép

g goi thau nghién clru pham vi va yéu cau ky thuat va giri Bdo gia dé Bénh vién

cén cir xdy dung du toan cua goéi thau.

Noi nhin: GIAM DOCW
- Nhu kinh giri; g Y15
- Luu: VT, VTYT.

. Tran Minh Canh




Phu luc 01

DANH MUC, SO LUQONG, YEU CAU KY THUAT TOI THIEU
(Kem theo thie moi s6F4L./TM-BVTE ngay A /412025)

STT

Tén hang hoa

Tinh niing ky thuit co ban, toi thiéu

Don vi
tinh

S6
lrong

Thiét bi
Tudng Itra
(Firewall)

Phan Cing thiét bi

- C6 sén t6i thiéu 16 cdng 10/100/1000 Base-T
- C6 sin tbi thiéu 06 céng 10GE SFP+

- C6 sén t6i thiéu 02 khe cim m& rong NIC

- H3 tro khe cim méo rong NIC loai Interface
Card 1én dén 2 x 40GE QSFP+

- RAM: 16GB

- Storage: 256GB SSD

- Ngudn: 2 Ngudn, hd trg thay thé néng
N:ing lwc thiét bi

Thong luong tuong lira (Firewall Throughput)
t6i thidu > 30 Gbps

Thong lugng IPSec VPN > 3.5 Gbps
HO tro IPS thong lugng > 7Gbps/5Gbps

S6 session ddng thoi (Concurrent Connections) >
4,000,000

HS trg Threat Prevention thong luong >
3.6Gbps/3.2Gbps

Hb trg Web Application Protection thong luong
> 3.2Gbps/1.5Gbps

Tinh niang

C6 sén tinh nang dinh tuyén Layer 3: RIPv1/v2,
RIPNG, OSPFv2/v3, BGP/BGP4+

HO tro tinh sin sang cao: Active-Active, Active-
Standby, Hardware Bypass

HJ trg Site-to-site IPsec VPN (static IP, dynamic
IP, dynamic domain)

Hb trg xdy dung lai duong hdm VPN ( VPN
Tunnel ) tu dong trong trudong hop 16i nhip
(heartbeat) hoic chuyén dbi du phong HA

Béo vé chdng tAn c6ng DoS/DDoS cho ca mang




va thiét bi .

Loc URL véi co s¢ dit liéu chit ky URL (URL
signature) tich hop

Xoa phﬁn mém doc hai khoi céc tép doc hai
dugc phat hién

Quan ly bing thong theo tng dung, ngudi
dung/nhém, dia chi IP, lich trinh, quéc gia/khu
vuc, giao dién phy, giao dién VLAN, dudong him
VPN ‘

Kiém tra géi tin sdu (Deep Packet Inspection -
DPI): X4c dinh cac tmg dung d& cho phép/tir
chdi truy cap

Bao v¢ tmg dung web chuyén dung véi cong cu
phat hién ngir nghia, khong phai vai IPS

Trinh quét 15 héng web thdi gian thuc: Phén tich
16 hong tmg dung web & ché d6 thu dong va tao
bao cao & dinh dang HTML

Bao vé chéng khai thac 15 héng: Bao vé chdng
lai cac khai thac 15 héng nhim vao hé théng, tmg
dung, phin mém trung gian, co s& dit liéu,
explorer, Telnet, DNS, v.v.

Bang didu khién bao vé chbéng Ransomware:
Phét hién va quan 1y céc rui ro lién quan dén
Ransomware nhu mét khdu yéu, cbng rui ro, v.v.
Gitp quan trj vién tao chinh sich bao vé chdng
Ransomware

H3 tro bao vé tai khoan: hd tro bang diéu khién
chuyén dung c6 thé cung cip thong tin hop nhét
vé viéc s dung bit thuong tai khoan nguoi
dung, bao gdm mét khdu yéu, tin céng bang
cach dung vii luc, dang nhédp dang ngo, v.v.

Quan ly thiét bi
HO tro trinh t61 wu hoéa chinh sach: Chi cin mot
cu nhap chudt d€ xac dinh céc bat thuong trong

chinh sach kiém soét truy cép, bao gdm su du
thira, trung lap va xung dot

HS tro WebUI, SSH, CLI, serial port, SNMP
v1/v2c/v3, SNMP trap

hd tro mat khiu cuc bd ( Local Password), may
chu TACACS va may chu RADIUS

Cho phép quay tro lai firmware trudce

7/




Cénh bédo qua email vé bat thudmg cia phén
cimg, muc st dung tai nguyén, su kién bao mat,
trang thai HA, ..

Khic phuc su cb qua giao dién Web (WebUI);
Xéc dinh 1y do mét géi tin theo chinh séch, giao
dién, v.v.

License tinh niing va hd trg ky thuit

Thiét bi kém theo sin hd trg k§ thuat va license 3
nam véi ddy du cac tinh ning: SSL VPN, Site-
to-Site [Psec VPN, Stateful Firewall, Bandwidth
Management, URL Filtering, Application
Control, IPS, Botnet Prevention, Email Security,
SOC Lite, Basic Security Reporter

Trién khai hé
thong

I. Trién khai cai dit thiét bj
1. Khio sit & chuin bi trwrée trién khai:

Khéo st thuc t& vi tri lap dat thiét bi tai ti rack
hodc khu vuc van hanh trung tim mang.

Kiém tra diéu kién moi truong phu hop (nguon
dién, hé théng 1am mat, khong gian rack, két ndi
mang).

Chuén bj c4c phu kién cén thiét:  day ngudn, day
mang, console, gi4 d& (rail kit néu c6), tai khoan
truy cap hé théng.

2. Cai dat vat ly:
Gén thiét bi vao ta rack.

Két ndi nguon va cac cbng mang WAN/LAN
theo so d6 mang yéu cau.

Két nbi cong console dé tién hanh cAu hinh ban
dau.

3. C4u hinh phin mém:

Céu hinh théng sb IP tinh, théng tin VLAN,
route tinh hodc OSPF néu yéu cAu.

Trién khai c4c tinh nang bao mat chinh: tudng
lira, IPS, loc web, VPN, kiém soat tmg dung,
DLP..

Dong bd thoi gian, cAu hinh SNMP, nhat ky hé
théng (log) canh bdo email.

4. Kiém tra va nghiém thu:

Kiém tra ludng truy cap tit LAN/WAN, kiém thir
VPN (IPSec/SSL), tinh ning bao mit d3 kich
hoat.

HT




Ghi lai toan bd cAu hinh, lwu trir trén thit bi va
sao luu offline.

Ban giao bién ban nghiém thu kém tai liéu chu
hinh cho don vi st dung.
I1. Phwong 4n béo tri thiét bi

1. Béo tri dinh ky (3 thang/lan hoac theo yéu cu
Hop dng):

Kiém tra nh4t ky hoat dong va log su kién cua hé
théng.

Kiém tra hiéu suat CPU, RAM, dung lugng luu
trit log, thong s6 nhiét do thiét bi.

Cap nhit ban va (firmware) méi néu dwoc phép.

Kiém tra két ndi VPN, tinh toan ven rule tudng
lira, cAu hinh loc.

Xac minh két ndi SCC va kha ning phan hdi sy
cb tir xa.

2. Bao tri khan cap (khi cé sw co0):

HJ tro tir xa hoic truc tiép trong vong < 8 gi®
1am viéc ké tir khi tiép nhan yéu cau.

Phan tich log, truy ddu su c§ (packet trace,
debug CLI).

Céu hinh lai hogc khoi phuc tir file backup (néu

can).

Dé xuat giai phép t0i uu hda sau khac phuc (neu
o).

3. Ghi nhan & bio cido:

Cung cép bién ban bao tri, bdo céo tinh trang
thiet bi, khuyén nghi nang cap dinh ky.

Pé xuét thay dbi cdu hinh néu phat hién rui ro
bao mat hodc khong tuong thich.




